
Cyber Citizenship Policy 
Cyber ci)zenship refers to what it means to be a par)cipant in the online or cyber community, or to be a 
user of informa)on networks and their resources. The Cyber Ci(zenship Policy outlines the rights, 
responsibili)es, privileges, and prohibi)ons for members of the Rensselaer community when using 
informa)on networks and their resources. 

1 Introduction 

Cyber citizenship refers to what it means to be a participant in the online or cyber community, 
or to be a user of information networks and their resources. The privilege to access and use 
Rensselaer's information resources, systems, and networks includes certain responsibilities and 
obligations. It is subject to Institute policy and to local, state, and federal laws and regulations. 
It is also subject to a set of core Institute values that honor principals of ethics, academic 
integrity, academic freedom, and other community standards.  

1.1 Purpose and Scope 



Information technology and how it is used are ever-evolving, so no policy such as this can 
anticipate every possible contingency, nuance, or future development. This policy, instead, will 
rely on general principles of ethical behavior and good citizenship in its application to 





The use of Rensselaer information systems granted to an authorized user is for that person’s 
sole use. Generally, access credentials (e.g. user identifier and password) are needed to identify 
the authorized user and enable access to the resource. Authorized users are responsible for the 
security of their access credentials. Access credentials must not be shared with others.  

4.3 Information Stewardship 

Authorized users of Rensselaer information systems may, as part of their authorized use, have 
access to information resources belonging to Rensselaer or others. Use of the information must 
be limited to what is authorized, and in addition the authorized user must not handle the 
information in a way that puts it at risk of alteration or deletion or exposure to others not 
authorized to access the information.  

Moreover, even when confidential information is exposed inadvertently, individuals should 
respect the confidentiality the information warrants.  

4.4 Devices 

Devices connected to the Rensselaer network or used to access Rensselaer information systems 
should be compatible with the purpose and capabilities of the Rensselaer information systems 
and should have their software components well-maintained. Devices with unsupported 
operating systems or application software, or lacking applicable security patches, are 
vulnerable to cyberattack. They put themselves at risk of data breach or worse; they also put 
the rest of Rensselaer’s network at risk of data breach or worse.  

Individuals are responsible for devices they use to access Rensselaer information systems and 
for devices they connect to Rensselaer’s network. Devices that are not compatible with 
capabilities of the Rensselaer information systems or its purpose or that are improperly 
maintained or which show signs of compromise from a cyberattack may be isolated from the 
rest of the Rensselaer network or removed from the network entirely and denied access to 
Rensselaer information systems.  

4.5 Security Incident Response 

Cyber space is an astoundingly rich resource of information, products, and services. It is also 
astoundingly hostile to unsuspecting people and equipment. Attacks attempting to exploit 
vulnerable computer systems or to lure individuals into scams or frauds are continual. No 
amount of due-



The Chief Information Officer through his or her Information Security Office is responsible for 
promulgating procedures for responding to security incidents.  

4.6 Freedom of Expression 

In keeping with its long tradition of academic freedom, Rensselaer supports free inquiry and 
expression in the use of Rensselaer information systems. Rensselaer, however, reserves the 
right to take action against or deny access to its facilities to those whose use is not consonant 
with the purposes of the university or infringes on the rights of others.  

https://policy.rpi.edu/policy/Intellectual_Property_Policy








5.4 Personal Use 



Questions that may arise about this policy or whether something would violate its tenets may 
be directed to the VCC Help Desk.  

Except as provided otherwise in this policy, suspected incidents that would violate other 
Institute-wide policy should be reported in accordance with the other policy. Some violations of 
this Cyber Citizenship Policy will have no clear parallel in other policy (or the parallel may be 
unknown), in which case suspected violations may be reported to Public Safety.  

8 Enforcement and Sanctions 

Persons in violation of this policy are subject to the full range of sanctions, including, but not 
limited to, the loss of access to Rensselaer’s network and its information resources and 
services, disciplinary action, dismissal from the Institute, and legal sanctions.  

Incidents involving students, faculty members, or staff members will be handled according to 
procedures found in the respective handbooks for students, faculty, and staff and guidelines 
established by the Vice President for Student Life, the Provost, or the Vice President for Human 
Resources, as appropriate.  

Some violations may constitute criminal offenses. These may be referred to local, state, or 
federal authorities for prosecution.  

9 Approval 

This policy is approved under the authority of the President of Rensselaer Polytechnic Institute, 
Dr. Shirley Ann Jackson, on June 27, 2017.  

10 Revision History 

03/26/2017 – Initial version released for comment.  
07/27/2018 – Removal of reference to non-existent URL.  
03/09/2022 – 


