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* - indicates a required field.

* POLICY NAME: Network and Computer Use Policy

*POLICY TYPE: Presidential Policy - University Administrative Policy

POLICY #: E44.

*STATUS: Active

*CONTACT Information Technologies

OFFICE:

*OVERSIGHT CIO, Chief Information Officer

EXECUTIVE:

*APPLIES TO: All System Users

*PURPOSE: The UMW computer network consists of local and wide-area networks, many
shared enterprise and operational systems and services, individual desktop
computers, and other computing devices. Various systems administrators work
to ensure that privileges on these systems are properly maintained for all
University users. Users of UMW systems have certain responsibilities and are
subject to certain requirements and limitations. This policy outlines the
responsibilities, requirements, limitations of the UMW computer systems and
network users, and the consequences of non-compliance with this policy.

) APA, Auditor of Public Accounts

DEFINITIONS: CIO, Chief Information Officer
ISO, Information Security Officer
LAN, Local Area Network

*POLICY Users of information technology resources at the University of Mary

STATEMENT: Washington must use them responsibly and within limitations. Users who

fail to meet their responsibilities or who fail to operate within the
limitations may have their network privileges suspended or revoked and
may be subject to other disciplinary actions. Using University-owned
computers, networks, or other information technology resources
constitutes acknowledgment that the user understands and commits to



Medium and Secondary: To support other uses indirectly related to the

University of Mary Washington's purposes with education or research
benefits,includingpersonalcommunications.

DISCLAIMER

The University of Mary Washington will investigate credible allegations of
violations of the rules set forth below and will impose appropriate sanctions.
However, the University assumes no responsibility for user conduct.
Investigations of violations will follow the IT Security Incident Response
Plan.

Page 2 of 8

Users should be aware that there are many services on the Internet that they
might find offensive or that involve risks. Users must accept responsibility
for their own navigation of thelnternet.

PRIVACY
UMW computer networks, systems, and data are owned by the University of
Mary Washington, the Commonwealth of Virginia agency.

All users should be aware that UMW's electronic communications, systems,
and files are monitored for anomalous behavior or content to detect
possible compromises of systems and data security.

All users should be aware that during the course of the ordinary
management of electronic communications, systems, and files, technical
staff may inadvertently be exposed to the content of user files.

All users should be aware that electronic communications and files (e.g.,
email, spreadsheets) may be public records and subject to provisions of
Virginia's Freedom of Information statutes.

In specific circumstances, the targeted examination of electronic
communications and files may be conducted by authorized technical staff
under the direction of the UMW senior management.

SAFETY

While unwanted or unsolicited contact cannot be controlled on the network,
network users who receive threatening communications in violation of this
policy or state or federal law should bring them to the attention of the
Department of Information Technologies and/or the University Police.

INTELLECTUAL FREEDOM

The network provides an open forum for the expression of ideas, including
viewpoints thatare strange, unorthodox, and unpopular. Opinions expressed
there must be presented in a manner that is free of obscenity (as defined by
Code of Virginia, Section 18.2-372), forgery, and other illegal forms of
expression, which are not acceptable uses of the University's network and
are inviolation of University policy. In addition, expressions of opinion may
not be represented as the views of the University of Mary Washington, and
individual users are responsible and accountable for any material posted
and transmitted on the network in violation of this or other University
policies or state or federal law.




USER RESPONSIBILITIES

Current employees (faculty and staff) and students and employees who
have retired from the University's service can have computing accounts. In
addition, some other parties, such as scholarly partners of faculty and
contractors employed at the University, may be granted computing
accounts for limited terms with appropriate sponsorship. To enjoy
computer use and network access privileges, each user of University
information technologies is ex g0 Gprng
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any


mailto:it-abuse@umw.edu



mailto:it-abuse@umw.edu

preserve the privacy, data, and services of individuals and the University.
While monitoring or investigating adherence to this policy and/or legal
violations, University officials reserve the right to access, examine, intercept,
monitor, and copy any user's files, network transmissions, and/or online
sessions. The University may choose to suspend a user's access to its

resources in connection with an investigation of (but not limited to) any of
the following:
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f  Violations or suspected violations of security and/or policies
f  Activities that may be contributing to poor computer performance
. Computer malfunctions.

The University's Office of Human Resources (and appropriate UMW or external
law enforcement agencies) may be notified of the violation and provided with
information


mailto:helpdesk@umw.edu

_
(How will compliance be

monitored, reviewed and
reported?)
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RELATED
INFORMATION:

Policy
Background:

* Policy Category: | Information Technology

Category Cross
Reference:

Related Policies: E.4.8. Monitoring of Employee Electronic Communications or Files






