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Background
Access to IT resources is essential to the University at Albany’s mission of teaching, learning and research and is integral in
promoting the success of all students, faculty and staff. This responsible use policy was developed to provide the campus
with a secure, reliable IT enviq鄠f
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All devices on campus networks, both University and personally owned, must comply with the University at Albany’s
Connecting Devices to the University Network policy and standards documents. The use of any equipment or services that
may limit access or performance for others may be restricted or prohibited. Any servers residing on the campus network must
comply with Standards for Connecting Servers to the University Network.

Scope
This policy applies to all users of campus computing and network resources, including but not limited to, all students, faculty
and staff, campus affiliates and University guests.

User Access and Responsibilities
As members of the University community, all students, faculty and staff are afforded the privilege of access to a variety of
campus resources. The University’s IT environment is one such resource.

Computing Accounts and Access
All members of the University receive an individual account providing access to IT resources for the duration of their
association with the institution. Passwords for individual accounts must never be shared.

Access to campus IT resources is based on the principle of least privilege; people are granted access to electronic assets
based on their current role at the University. Any time an individual’s role changes, their access to campus IT resources must
be reviewed and updated accordingly. See the University’s 
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Security
All members of the University community assume responsibility for ensuring that campus IT resources and information assets
are handled in a manner consistent with the University’s Information Security Policy and Information Security Domains,
Supporting Protocols, Standards, and Procedures.

Incidental Use of Information Technology
Campus IT resources are intended for academic and business purposes consistent with the University’s mission. However,
the University recognizes and acknowledges that incidental use of such resources may occur. Occasional, incidental use
unrelated to the University’s mission, such as personal email or document storage, is acceptable provided that:

The University doesn’t incur more than minimal costs

The use does not interfere with official business

It does not result in personal financial gain

It is not in violation of any security/access rules

Protecting the University Network and Technology Infrastructure
The University takes reasonable and appropriate precautions to protect the integrity of its networks, equipment and all
electronic assets. This includes measures to minimize and/or prevent hackers and other malicious attacks from harming
campus IT resources in accordance with the University’s Information Security Incident Response Protocol. The University
does not guarantee against threat, loss, or damage. Users should be aware that campus computer systems and networks
may be subject to unauthorized access, tampering or generation of fraudulent email messages. The University reserves the
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Responsibility and Authority
This policy may be supplemented with additional policies and related documents as deemed necessary by ITS. Additional
requirements may be established by individual departments/units provided they are consistent with this policy. Responsibility
and authority for this policy resides with ITS and its designees. Violations of this policy should be reported to ITS and may be
subject to disciplinary and/or legal action. Enforcement resides with ITS.

Related Documents
SUNY Policies of the Board of Trustees

SUNY 5603 Use of Facilities by Non-Commercial Organizations

Community Rights and Responsibilities

Identity Access and Management Policy

Information Security Policy

Information Security Domains, Supporting Protocols, Standards, and Procedures

Access to Electronic Records Held in Accounts Subsequent to Termination, Departure or Death

Access and Compliance Agreement

Internet Privacy Policy

Connecting devices to the University Network

Standards for Connecting Devices to the University Network

Standards for Connecting Servers to the University Network

Class B Domain Space Standards

Wireless Standards

Email as an Official Means of Communication with Students

Need more help? Contact the ITS Service Desk.
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