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Policy/Procedures 
A. Ownership and General Use 

1. University information technology resources (IT resources) are provided for users to 
enable, support, or enhance the mission and goals of the University. Use of IT 
resources by individuals unaffiliated with the University is prohibited, except for IT 
resources that are explicitly made available for use by unaffiliated individuals. 

2. Users of University IT resources must exercise good judgment regarding incidental 
personal use and activity not related to the mission and goals of the University. 

3. USM cannot ensure individual privacy while using University managed IT resources, 
phone services, and internet or network services. Data, documents, and email 
created, received, or stored on University IT resources, including services hosted by a 
third party for use by USM, may be considered the property of USM and the State of 
Mississippi, and might be subject to public records requests. For this reason, the 
privacy of personal and non-university information cannot be guaranteed if 
transmitted through or stored on a University IT resource or service. 

B. Responsibilities 

1. Users of University IT resources are responsible for knowing and understanding any 
laws, regulations, policies, or contracts that may affect or govern the resources they 
use or the information they access, create, or modify. 

2. Users are expected to utilize IT resources with integrity and respect for other 
individuals, institutions, and entities. 

3. Users must take necessary steps to prevent unauthorized access to University 
information and resources. 

4. Users are responsible for the security of their account credentials, including 
passwords and passphrases. Users are expected to keep their credentials private 
and must never ask another user for their University account credentials. 

C. Acceptable Use 

1. Use of University IT resources that enables, supports, or enhances the mission of the 
University, fulfills the expected duties of an employee, or aids in the scholarly 
pursuits of a student, is generally acceptable. 

2. Extracurricular activity that does not disrupt or harm University business or expose 
the University and its resources to unacceptable levels of risk, is generally 
acceptable. 

Malware: malicious software that is intended to damage or disable computer systems. 

Password: a combination of letters, numbers, and symbols, used to authenticate an individual. 

Spam: unsolicited bulk electronic messages. 

Users: students, faculty, staff, affiliates, contractors, vendors, and guests. 
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All Revision Dates 
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Approval Signatures 

Step Description Approver Date 

m. Any form of harassment via email, messaging service, forum, or social 
media; whether through language, frequency, or size of messages. 

n. The forging of email header information in an attempt by an individual to 
misrepresent or hide his or her identity. 

o. Creating or forwarding chain letters or other pyramid schemes of any type. 

p. Use of University resources to operate software, advertise a service or 
product, not authorized by USM for personal gain. 
 

E. Enforcement 

1. Students faculty, and staff: Any student, faculty, or staff found to have violated this 
policy may be subject to disciplinary action, up to and including suspension, 
expulsion and/or termination of employment in accordance with procedures defined 
by USM administrative policies stated in the handbook governing that individual. 

2. External Entities: Any external entity, contractor, consultant, or temporary worker 
found to have violated this policy may be held in breach of contract, and as such, 
may be subject to grievances or penalties allowed by such contract. 

Review 

Forms/Instructions 

Appendices 

Related Information 

The Chief Information Officer is responsible for the review of this policy every four years (or whenever 
circumstances require immediate review). 

N/A 

N/A 

N/A 
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General Counsel Robert Gholson: General 
Counsel 

09/2021 

Director of Compliance and 
Ethics 

Frank Walters: Dir Compl & 
Ethics/Asc Gen Col 

09/2021 

VP of Finance and Admin Allyson Easterwood: VP for 
Finance & Admin. 

09/2021 

Chief Information Officer David Sliman: Chief 
Information Officer 

09/2021 

Assistant Director of 
Compliance and Ethics 

Jennifer Lewis: Asc Dir of 
Compl & Ethics 

09/2021 
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