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A trusted and effective information technology environment (“IT environment”) is vital to the mission of Michigan
State University. To that end, the university provides an IT environment which includes an array of institutional
electronic business systems, computing services, networks, databases, and other resources (collectively, “MSU IT
resources” or “resources”). These resources are intended to support the scholarship and work activities of members of
the university’s academic community and their external collaborators, to support the operations of the university, and
to provide access to services of the university and other publicly available information.
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3.10. Pornography and Sexually Explicit Content

3.10.1.  Unless such use is for a scholarly or medical purpose or pursuant to a formal university investigation, Users
may not utilize MSU IT resources to store, display, or disseminate pornographic or other sexually explicit content.
This prohibition does not apply to private devices that are attached to the university’s network.

3.10.2.  Child pornography is illegal. The use of MSU IT resources to store, display, or disseminate child pornography
is absolutely prohibited. Any such use must be reported immediately to the MSU Police Department.

3.11.  In operating its IT environment, the university expects Users to engage in “safe computing” practices, such as
establishing appropriate access restrictions for their accounts, setting strong passwords and guarding those passwords,
keeping their personal operating systems and software applications up-to-date and patched, and employing security
measures on their personal devices. 
()

IV. Enforcement
4.1.  Use of MSU IT resources is a privilege and not a right. A User’s access to MSU IT resources may be limited,
suspended, or terminated if that User violates this Policy. Alleged violations of this Policy will be addressed by the
Chief Information Security Officer of IT or his/her designee.

4.2.  Users who violate this Policy, other university policies, or external laws may also be subject to disciplinary action
and/or other penalties. Disciplinary action for violation of this Policy is handled through the university’s normal
student and employee disciplinary procedures.

4.3.  In addition to its own administrative review of possible violations of this Policy and other university policies, the
university may be obligated to report certain uses of MSU IT resources to law enforcement agencies. (See e.g., Section
3.10.2.)

4.4.  If the Chief Information Security Officer determines that a User has violated this Policy and limits, suspends, or
terminates the User’s access to any MSU IT resource as a result, the User may appeal that decision to the Chief
Information Officer (CIO). If the User believes that his/her appeal has not been appropriately addressed by the CIO,
he/she may seek further redress as follows:

4.4.1.  if an undergraduate student, through the Vice President for Student Affairs, or his/her designee;

4.4.2.  if a graduate or professional student, through the Dean of the Graduate School, or his/her designee;

4.4.3.  if a member of the faculty or academic staff, through the Associate Provost and Associate Vice President for
Academic Human Resources, or his/her designee;

4.4.4.  if an employee covered by a collective bargaining agreement, through the Director of Employee Relations, or
his/her designee.

4.5.  Alleged violations of local rules will be handled by the local systems administrator, network administrator, or
employee supervisor/unit manager, depending on the seriousness of the alleged violation. These individuals will
inform and consult with the Chief Information Security Officer or his/her designee regarding each alleged violation of
a local rule and the appropriate consequences for any violation of a local rule. Users who object to the limitation,
suspension, or termination of their access to any MSU IT resource as a consequence of their violation of a local rule
may appeal to the CIO.

4.6.  The CIO may temporarily suspend or deny a User’s access to MSU IT resources when he/she determines that
such action is necessary to protect such resources, the university, or other Users from harm. In such cases, the CIO will
promptly inform other university administrative offices, as appropriate, of that action. Local MSU IT resource
administrators may suspend or deny a User’s access to the local resources they administer for the same reasons without
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the prior review and approval of the CIO, provided that they immediately notify the Chief Information Security Officer
and the CIO of that action. 
()

V. Security & Operations
5.1. The university may, without further notice to Users, take any action it deems necessary to protect the interests of
the university and to maintain the stability, security, and operational effectiveness of its IT resources. Such actions may
be taken at the institutional or local level, and may include, but are not limited to, scanning, sanitizing, or monitoring
of stored data, network traffic, usage patterns, and other uses of its information technology, and blockade of
unauthorized access to, and unauthorized uses of, its networks, systems, and data. Local and central institutional IT
resource administrators may take such actions in regard to the resources they manage without the prior review and
approval of the CIO as long as the actions involve automated tools and not direct human inspection. 
()

VI. Privacy
6.1.  General Provisions

6.1.1.  Responsible authorities at all levels of the MSU IT environment will perform management tasks in a manner
that is respectful of individual privacy and promotes User trust.

6.1.2.  Monitoring and Routine System Maintenance

6.1.2.1. While the university does not routinely monitor individual usage of its IT resources, the normal operation and
maintenance of those resources requires the backup of data, the logging of activity, the monitoring of general usage
patterns, and other such activities. The university may access IT resources as necessary for system maintenance,
including security measures.

6.1.2.2. The university’s routine operation of its IT resources may result in the creation of log files and other records
about usage. This information is necessary to analyze trends, balance traffic, and perform other essential administrative
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6.2.1.2.  Incidental access to the contents of an individual User’s personal communications or electronically stored
information resulting from system operational requirements described elsewhere in this Policy does not require the
prior review and approval of the CIO.

6.2.2.  The university, acting through the CIO, may access or permit access to the contents of communications or
electronically stored information:

6.2.2.1.  When so required by law. If necessary to comply with the applicable legal requirement, such disclosures may
occur without notice to the User and/or without the User’s consent.

6.2.2.2.  In connection with an investigation by the university or an external legal authority into any violation of law or
of any university policy, rule, or ordinance. When the investigational process requires the preservation of the contents
of a User’s electronic records to prevent their destruction, the CIO may authorize such an action.

6.2.2.3.  If it determines that access to information in an employee’s electronic account or file is essential to the
operational effectiveness of a university unit or program and the employee is unavailable or refuses to provide access
to the information.
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