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GPS�QFSNJTTJPOT�SFTUSJDUJPOT



PS�VTJOH�F�NBJM�PS�QFSTPOBM

XFC�QBHFT�GPS�QFSTPOBM

DPNNFSDJBM�QVSQPTF�PVUTJEF

UIF�TDPQF�PG�UIF�$PMMFHFfT

NJTTJPO�

'BMTJGZJOH�ZPVS�JEFOUJUZ�XIFO

TFOEJOH�B�DPNNVOJDBUJPO

5BNQFSJOH�XJUI
�BCVTJOH
�PS

PUIFSXJTF�EBNBHJOH�DPNQVUFS

PS�UFMFQIPOF�IBSEXBSF�PS

TPGUXBSF��5IJT�JODMVEFT

TPGUXBSF�PS�OFUXPSL

UBNQFSJOH�	IBDLJOH

�TVDI�BT

BUUFNQUJOH�UP�DSBDL�PS�HVFTT

QBTTXPSET
�TFOEJOH

BOPOZNPVT�NBJM
�PS

gCPNCJOHp�B�NBJMCPY�XJUI

NVMUJQMF�DPQJFT�PG�B�NFTTBHF�

3VOOJOH�PS�JOTUBMMJOH�BOZ

QSPHSBN�PS�TFOEJOH�BOZ�NBTT

DPNNVOJDBUJPO�UIBU�PWFSMPBET

PS�TVCTUBOUJBMMZ�JOUFSGFSFT�XJUI

UIF�QSPQFS�PQFSBUJPO�PG�UIF

DPNQVUFS�TZTUFN�PS�OFUXPSL�

0WFSMPBEJOH�PS�TVCTUBOUJBMMZ

JOUFSGFSJOH�XJUI�UIF�QSPQFS

PQFSBUJPO�PG�UIF�$PMMFHFfT

OFUXPSL�BOE�DPNQVUFS�EBUB

TUPSBHF�
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6TJOH�UIF�$PMMFHFfT�DPNQVUFST

PS�OFUXPSL�PS�UIF�UFMFQIPOF

TZTUFN�UP�USBOTNJU�GSBVEVMFOU


EFGBNBUPSZ
�IBSBTTJOH


PCTDFOF�PS�UISFBUFOJOH

NFTTBHFT�PS�BOZ

DPNNVOJDBUJPOT�QSPIJCJUFE�CZ

MBX�

*NQSPQFSMZ�PS�JOBDDVSBUFMZ

TUBUJOH�PS�JNQMZJOH�UIF

$PMMFHFfT�TQPOTPSTIJQ�PS

FOEPSTFNFOU�PG�BOZ

DPNNVOJDBUJPOT
�JODMVEJOH

BOZUIJOH�DPOUBJOFE�PO�B

QFSTPOBM�XFC�QBHF�PO�UIF

$PMMFHFfT�DPNQVUFST�PS

OFUXPSL�

&OHBHJOH�JO�BDUJWJUJFT�UIBU

SFTVMU�JO�BOZ�EJSFDU�DPTU�UP�UIF

$PMMFHF�XJUIPVU�QSJPS

BVUIPSJ[BUJPO�

6TFST�XIP�QVCMJTI�XFC�QBHFT�PS

TJNJMBS�JOGPSNBUJPO�SFTPVSDFT�PO

UIF�$PMMFHF�DPNQVUFST�PS�DPNQVUFS

TZTUFN�TIBMM�UBLF�GVMM�SFTQPOTJCJMJUZ

GPS�XIBU�UIFZ�QVCMJTI
�TIBMM�BCJEF

CZ�UIJT�QPMJDZ�BOE�PUIFS�$PMMFHF

QPMJDJFT
�TIBMM�DPNQMZ�XJUI�BMM

BQQMJDBCMF�MBXT
�BOE�TIBMM�OPU

QVCMJTI�DPNNFSDJBM�BEWFSUJTFNFOUT
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XJUIPVU�QSJPS�XSJUUFO

BVUIPSJ[BUJPO��-JOLT�UP�DPNNFSDJBM

TJUFT�BSF�QFSNJUUFE
�CVU

BEWFSUJTFNFOUT�BSF�OPU��6TFST�TIBMM

OPU�BDDFQU�BOZ�GPSN�PG

SFNVOFSBUJPO�JO�SFUVSO�GPS�QMBDJOH

BOZUIJOH�PO�UIFJS�XFC�QBHFT�PS

TJNJMBS�GBDJMJUJFT�

Security

$POOFDUJDVU�$PMMFHF�DPNQVUFS�BOE

UFMFQIPOF�TZTUFNT�BSF�WJUBM�UP�UIF
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5IF�JOGPSNBUJPO�TFSWJDFT�TUBGG
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PG�BMM�VTFST��:PV�NVTU�MPH�JO�POMZ�UP

ZPVS�PXO�BDDPVOU
�FYDFQU�GPS

FYUSBPSEJOBSZ�TJUVBUJPOT�XIFSF

GBDVMUZ�PS�TUBGG�SFDFJWF�B�VTFSfT

QFSNJTTJPO�UP�BDDFTT�UIFJS�BDDPVOU

UFNQPSBSJMZ�PS�XIFSF�VTF�PG�B�HSPVQ

BDDPVOU�IBT�CFFO�BQQSPWFE�CZ�UIF

OFUXPSL�BENJOJTUSBUPS��*O�BMM�PUIFS

DJSDVNTUBODFT
�ZPV�NBZ�OPU�VTF

BOPUIFS�QFSTPOfT�QBTTXPSE�PS

PUIFSXJTF�TFFL�UP�HBJO�BDDFTT�UP

BOPUIFS�VTFSfT�BDDPVOU�

8JUIJO�NFBOT�BWBJMBCMF
�FWFSZ

NFNCFS�PG�UIF�GBDVMUZ
�TUBGG�BOE

TUVEFOU�CPEZ�NVTU�UBLF�QFSTPOBM

SFTQPOTJCJMJUZ�GPS�NBJOUBJOJOH�UIF

TFDVSJUZ�PG�JOTUJUVUJPOBM�SFDPSET�

*OTUJUVUJPOBM�SFDPSET�JODMVEF�BMM

NBUUFST�QFSUBJOJOH�UP�QFSTPOOFM


QBZSPMM
�SFHJTUSBS
�BENJTTJPOT
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�EFWFMPQNFOU
�NFEJDBM
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SFTUSJDUJPOT�BTTPDJBUFE�XJUI�UIFJS

DPNQVUFS�BDDPVOUT��5IFZ�NVTU�OPU

UBNQFS�XJUI�BOZ�TPGUXBSF

QSPUFDUJPO�QMBDFE�PO�BOZ�DPNQVUFS

BQQMJDBUJPOT��5IFZ�NVTU�OPU�NPEJGZ

PS�EFMFUF�EBUB�JO�B�DPMMFHF�EBUB�CBTF

XJUIPVU�BVUIPSJUZ��5IJT�JODMVEFT

NBLJOH�DIBOHFT�UP�ZPVS�PXO

QFSTPOBM�EBUB�JO�BOZ�DPMMFHF

JOGPSNBUJPO�TZTUFN�

6TFST�NVTU�OPU�TFBSDI�GPS
�BDDFTT�PS

DPQZ�EJSFDUPSJFT
�QSPHSBNT
�GJMFT


EJTLT�PS�EBUB�CFMPOHJOH�UP�PUIFST

XJUIPVU�TQFDJGJD�BVUIPSJ[BUJPO�UP

EP�TP��1SPHSBNT�BOE�EBUB�SFTJEJOH

JO�DFOUSBMJ[FE�DPMMFHF�TZTUFNT�BSF

OPU�DPOTJEFSFE�QVCMJD�EPNBJO�BOE

TIPVME�OPU�CF�VTFE
�JO�QBSU�PS�JO

XIPMF
�GPS�BOZ�QVSQPTF�PUIFS�UIBO

UIBU�XIJDI�JT�PGGJDJBMMZ�BVUIPSJ[FE�

Privacy

5IF�$PMMFHF�BDLOPXMFEHFT�JUT

PCMJHBUJPO�k�XJUIJO�UIF�MJNJUBUJPOT

PG�UIJT�QPMJDZ�BOE�JUT�BCJMJUZ�k�UP

SFTQFDU�UIF�QSJWBDZ�PG�VTFSTf

FMFDUSPOJD�GJMFT�BOE

DPNNVOJDBUJPOT�PO�UIF�$PMMFHFfT

JOGPSNBUJPO�TZTUFNT�BOE�SFTPVSDFT�

"MM�TZTUFN�BENJOJTUSBUPST�TIBMM
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8IFO�OFDFTTBSZ�UP�NBJOUBJO

DPMMFHF�CVTJOFTT�GVODUJPOT�BOE

UIF�FNQMPZFF�JT�OP�MPOHFS�XJUI

UIF�DPMMFHF
�JT�TVTQFOEFE
�PS�JT

PUIFSXJTF�VOBWBJMBCMF�

8IFO�SFRVJSFE�CZ�MBX�PS�CZ

$PMMFHF�QPMJDJFT�PS�SFHVMBUJPOT


BT�SFGMFDUFE�JO�UIF�*OGPSNBUJPO

GPS�'BDVMUZ
�UIF�&NQMPZFF

)BOECPPL
�PS�UIF�4UVEFOU

)BOECPPL�

8IFO�OFDFTTBSZ�UP�QSPUFDU�UIF

JOUFHSJUZ
�TFDVSJUZ�BOE�QSPQFS

GVODUJPOJOH�PG�UIF�$PMMFHFfT

DPNQVUFST�BOE�OFUXPSLT�PS�UP

QSPUFDU�UIF�$PMMFHF�GSPN

MJBCJMJUZ�

8IFO�OFDFTTBSZ�UP�FOGPSDF

UIJT�QPMJDZ�PS�PUIFS�$PMMFHF

QPMJDJFT�BOE�SFHVMBUJPOT
�BT

SFGMFDUFE�JO�UIF�*OGPSNBUJPO

GPS�'BDVMUZ
�UIF�&NQMPZFF

)BOECPPL
�PS�UIF�4UVEFOU

)BOECPPL
�JODMVEJOH�UIF

$PMMFHFfT�TFYVBM�IBSBTTNFOU

QPMJDZ�BOE�BOUJ�EJTDSJNJOBUJPO

QPMJDJFT
�BOE�UP�JOWFTUJHBUF

XIFO�UIFSF�JT�SFBTPOBCMF�DBVTF

UP�CFMJFWF�UIBU�BOZ�PG�UIPTF

QPMJDJFT�PS�BOZ�TUBUF�PS�GFEFSBM
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MBXT�IBT�CFFO�PS�JT�CFJOH

WJPMBUFE��"�VTFSfT

DPNNVOJDBUJPOT�PS�GJMFT�XJMM

CF�BDDFTTFE�GPS�UIJT�QVSQPTF

POMZ�XJUI�UIF�QSJPS�BQQSPWBM�PG

UIF�7JDF�1SFTJEFOU�GPS

*OGPSNBUJPO�4FSWJDFT�PS

EFTJHOFF�JO�DPOTVMUBUJPO�XJUI

UIF�BQQSPQSJBUF�4FOJPS

"ENJOJTUSBUPST�

8IFO�UIFSF�JT�BO�FYJTUJOH

$PMMFHF�QSPDFEVSF�UIBU

QSPWJEFT�GPS�BO�FYQFEJUFE

SFWJFX�PG�BMMFHFE�WJPMBUJPOT�PG

MBX�PS�$PMMFHF�QPMJDJFT�PS

SFHVMBUJPOT
�UIBU�QSPDFEVSF

XJMM�CF�VTFE�UP�EFUFSNJOF

XIFUIFS�JU�JT�BQQSPQSJBUF�UP

BDDFTT�B�VTFSfT�GJMFT�PS

DPNNVOJDBUJPOT
�VOMFTT

FYJHFOU�DJSDVNTUBODFT�SFRVJSF

JNNFEJBUF�BDDFTT�

*G�UIF�$PMMFHF�NPOJUPST�PS�BDDFTTFT

B�VTFSfT�GJMFT�PS�DPNNVOJDBUJPOT
�JU

XJMM�SFTQFDU�JOGPSNBUJPO�BOE

DPNNVOJDBUJPOT�UIBU�BSF�QSJWJMFHFE

PS�PUIFSXJTF�QSPUFDUFE�GSPN

EJTDMPTVSF�CZ�MBX��"OZ�NPOJUPSJOH

PS�BDDFTT�UP�B�VTFSfT�GJMFT�PS

DPNNVOJDBUJPOT�XJMM�CF�OP�NPSF

FYUFOTJWF�UIBO�OFDFTTBSZ�UP
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BDDPNQMJTI�UIF�QVSQPTF�GPS�XIJDI�JU

JT�BVUIPSJ[FE�VOEFS�UIJT�QPMJDZ�

"GGFDUFE�VTFST�XJMM�CF�OPUJGJFE�PG

TVDI�NPOJUPSJOH�PS�BDDFTT�QSPWJEFE

UIBU�UIF�OPUJDF�JT�BMMPXFE�CZ�MBX

BOE�$PMMFHF�QPMJDZ�BOE�UIBU�JU�XJMM

OPU�DPNQSPNJTF�UIF�$PMMFHFfT

JOWFTUJHBUJPO�PS�BO�JOWFTUJHBUJPO�PG

BOZ�MBX�

WF B�J O

XJ BU�J F�JPF � �
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4ZTUFN�BENJOJTUSBUPST�TIBMM�IBWF

UIF�SJHIU�UP�UFNQPSBSJMZ�TVTQFOE

BOZ�VTFSfT�BDDFTT�UP�UIF�TZTUFN

XJUIPVU�OPUJDF�XIFSF�UIFSF�JT

SFBTPOBCMF�DBVTF�UP�CFMJFWF�TVDI

BDDFTT�QPTFT�B�UISFBU�UP�UIF�TFDVSJUZ

PS�QSPQFS�GVODUJPOJOH�PG�UIF�TZTUFN

PS�XIFSF�JU�JT�OFDFTTBSZ�UP�DPNQMZ

XJUI�UIF�MBX�

7JPMBUJPOT�PG�UIJT�QPMJDZ�PS�BOZ

PUIFS�$PMMFHF�SVMFT�PO�DPNQVUFS

VTF�XJMM�CF�DPOTJEFSFE�HSPVOET�GPS

SFNPWBM�PG�BDDPVOU�BOE�OFUXPSL

QSJWJMFHFT
�BOE�XIFSF�BQQSPQSJBUF


PUIFS�EJTDJQMJOBSZ�BDUJPO��5IF

$PMMFHF�NBZ�SFWPLF�B�VTFSfT�BDDPVOU

BOE�OFUXPSL�QSJWJMFHFT�GPS

WJPMBUJPOT�PG�MBX
�PG�UIJT�QPMJDZ�PS

PUIFS�$PMMFHF�QPMJDJFT�BOE

SFHVMBUJPOT
�POMZ�BGUFS�OPUJDF�BOE

PQQPSUVOJUZ�UP�CF�IFBSE��0UIFS

QPTTJCMF�EJTDJQMJOBSZ�BDUJPO�XJMM�CF

EFUFSNJOFE�UISPVHI�SFGFSSBM�UP�UIF

BQQSPQSJBUF�EJTDJQMJOBSZ�BVUIPSJUJFT

VOEFS�FYJTUJOH�$PMMFHF�QSPDFEVSFT�

"QQSPWFE�����
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UIF�SJHIUT
�QSJWJMFHFT


QSPHSBNT
�BOE

BDUJWJUJFT�HFOFSBMMZ

BDDPSEFE�PS�NBEF

BWBJMBCMF�UP�BMM�TUVEFOUT

BU�UIF�DPMMFHF��*U�EPFT

OPU�EJTDSJNJOBUF�PO�UIF

CBTJT�PG�SBDF
�DPMPS


OBUJPOBM�BOE�FUIOJD

PSJHJO�JO

BENJOJTUSBUJPO�PG�JUT

FEVDBUJPOBM�QPMJDJFT


BENJTTJPO�QPMJDJFT


TDIPMBSTIJQ�BOE�MPBO

QSPHSBNT
�BOE�BUIMFUJD

BOE�PUIFS�DPMMFHF

BENJOJTUFSFE

QSPHSBNT�


