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that designated members of the CIT staff may examine accounts or files of users to 
investigate security problems, possible abuse of the Oberlin College computing system, 
or violations of regulations. 

5. Account Usage 
a. Account holders should use only their own personal accounts unless given permission by 

an authorized member of the faculty, administration, or professional staff to use one that 
is designated for a specific purpose or job. Account holders may not allow others to use 
their personal accounts. The person holding an account is responsible for its use, and all 
activity originating from that account, at all times. 

b. Account holders should choose strong passwords, protect their passwords and keep them 
confidential. Passwords should be changed frequently. Any problem resulting from 
irresponsible use of a password (e.g., a password that can be easily guessed or oral or 
written dissemination of a password) may be treated as grounds for action against the 
account holder. Any attempt to determine the passwords of other users is strictly 
prohibited. 
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