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The application must include a written description of the computing needs of the organization. The

application must be approved and signed by the organization's Faculty/Staff Sponsor. One specific

group member must be designated as the computer account manager, and that person is responsible
for all computing activities of
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telephone. Users should not put transparencies or special paper into laser printers since this

frequently causes the printer to jam. Users should not attach peripheral devices to

microcomputers.

C. Use of Licensed Software and Copyrighted Electronic Materials

1. No user is allowed to store or use personal, private, or departmental copies of licensed software
(any software not provided by ITS other than software explicitly identified as freeware or public

domain) on any Grinnell College computer system or network unless the user provides ITS with

copies of the license agreement for the software and proof of ownership or purchase. It will be

that person's responsibility to assure that installation of personal or private copies complies with

the provisions of the license agreement. In general, ITS will not permit the installation of
personal or private copies of software on laboratory computers. The author of a text or the

creator of a graphic is protected by copyright law unless she or he specifically releases that work

into the public domain. Users should always obtain written permission from the original authors

before copying electronic materials that are not in the public domain.

2. Stolen or bootleg copies of software are not allowed on any Grinnell College computing system.
3. All shareware programs must be registered in accordance with their license and use provisions.

4. No user may copy, or attempt to copy, any proprietary or licensed software provided or installed

by ITS. This includes software that is provided for use on microcomputers. The College

subscribes to the 1993 
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In addition, storage for email messages is granted on the mail server.

B. Account Maintenance
Each account owner or manager is responsible for maintaining the account and files stored in the

account. This maintenance includes removing old and unused files, reading the start up news to be

aware of changes in computing procedures, and changing the account password regularly to prevent
other users from gaining access to the account.

C. Account and File Security
ITS makes strong efforts to maintain the security of account names, numbers, passwords, directories,

and files. However, no computer system is completely secure, and it is possible that some user could

gain access to another user's accounts through actions or accidents beyond reasonable control. Each

user must take full advantage of password and file protection security mechanisms provided by the

computer systems.

D. File Backups
ITS performs regular backup procedures to maintain relatively current copies of all users' files stored
on network file servers. In addition, ITS copies onto backup media all files in all users' accounts in

January and June. Senior accounts are removed in June after backup. Seniors wishing to retain their

accounts should notify ITS in writing prior to the deletion. Semester back-up tapes are saved for a

period of two years.

E. Notification of Changes in the Computing Environment
ITS will announce all non-transparent changes in operating procedures, hardware and software at least

one week before the change is to take place. Such announcements will be made using the online startup
NEWS program, using messages which appear automatically when the user signs on to the central

computers, or with notices in the Campus MEMO, or by other appropriate means.

V. Policy Enforcement and Modifications

A. Interpretation of Policies
The ITS staff is responsible for interpreting the general computing philosophy and policies of the

College, and for implementing operational procedures to support the philosophy and policies.
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D. Modifications of Computing Policies
Students who have suggestions about Information Technology Services policies or procedures shouO΀ՠрҠҀc

http://www.rheingold.com/vc/book/
http://whatis.techtarget.com/definition/0,,sid9_gci213295,00.html

